Policy:

Community Living West Nipissing recognizes the importance of privacy and the sensitivity of
personal health information. We are committed to respecting, safeguarding, and protecting your
personal health information. This Privacy Policy outlines how we manage Personal Health
Information and safeguard privacy.

Personal Health Information includes information, oral or recorded, about an individual that does or
could identify that individual and that:
e Relates to physical or mental health
e Includes family history as it is reflected in record of Personal Health Information
e Identifies the health care provider
e Relates to payments or eligibility for health care
Relates to donation of body part of bodily substance
Includes the health number
Identifies the substitute decision maker
Includes any non-health information that is in record that is identifying

Community Living West Nipissing’s Privacy Officer is the Human Resources Supervisor, and as
such is responsible for compliance with the following principles:

1. Accountability

Community Living West Nipissing is a Health Information Custodian and is responsible for
the personal health information under its control including information we collect, use,
maintain and disclose, as set out in this policy.

1.1 Accountability for Community Living West Nipissing’s compliance with the principles rests
with the Executive Director, even though other individuals within the organization are
responsible for the day-to-day collection and processing of personal information. In addition,
other individuals within the Association may be delegated to act on behalf of the Executive
Director.

1.2 Community Living West Nipissing is responsible for personal health information in its
possession or custody, including information that has been transferred to a third-party for
processing. Community Living West Nipissing will only disclose identifiable personal
information on the basis of contracts that contain data protection provisions.

1.3 Community Living West Nipissing will implement policies and practices to give effect to the
principles, including:

= Implementing procedures to protect personal information;
= Establishing procedures to receive and respond to complaints and inquiries;
= Training staff and communicating to staff information with respect to Community

Living West Nipissing’s policies and practices;
2. Purposes

Community Living West Nipissing will identify the purposes for which personal information
is collected at or before the time the information is collected.
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2.5

Community Living West Nipissing collects personal information for the purposes of:

= Direct Care

= Administration and Management of the Organization, including payroll and the
employee benefits plan administration;

= Complying with legal and regulatory requirements.(MCCSS, & Employment
Standards Act)

Identifying the purposes for which personal information is collected at or before the time of
collection allows Community Living West Nipissing to determine the information it needs to
collect to fulfill these purposes. Community Living West Nipissing, as per the ‘Limiting
collection principle’ (Clause 4) will collect only that information necessary for the purposes
that have been identified.

Community Living West Nipissing will specify the identified purposes at or before the time
of collection to the individual from whom the personal information is collected or the
substitute decision maker if applicable. This may be done orally or in writing.

When personal information that has been collected is to be used for a purpose not previously
identified, the new purpose will be identified prior to use. Unless the new purpose is
required by law, the consent of the individual will be obtained before information can be
used for that purpose.

Persons collecting personal information will be able to explain to individuals the purposes for
which the information is being collected.

Consent

Your consent to our collection, use or disclosure of your information may be implied or
express.

In certain circumstances, we will always ask for your express (written) consent:
e Where we are disclosing your information to someone who is not a Health
Information Custodian (ie: insurer, employer, WSIB, CAS, lawyer, etc) and;
e Where we are disclosing your information to someone who is a Health Information
Custodian but for purposes other than providing you with health care.

Community Living West Nipissing will make all reasonable efforts to obtain your express
consent for the collection, use or disclosure of personal information.

Where we obtain your implied consent, you will have been provided with a notice (either
posted in a place where you are likely to see it or directly given to you) and an opportunity to
withhold your consent.

Unless you tell us not to, we will disclose your information to other health care providers in
the ‘Circle of Care’ who need to know this information to provide you with care or help to
provide you with care. The ‘Circle of Care’ includes health care professionals, other
hospitals, pharmacies, laboratories, ambulance service, nursing homes, home care and home
service providers who provide you with health care services.
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Sometimes the law requires us to collect, use, or disclose personal information about you
without your consent. We will only disclose your information when the law requires or
permits us to do so.

The knowledge and consent of the individual will be obtained for the collection, use or
disclosure of personal information, except where inappropriate. For an individual who is a
minor, seriously ill, or mentally incapacitated, consent will be obtained from a legal
guardian, substitute decision maker or person having power of attorney.

Community Living West Nipissing will not, as a condition of the supply of a service or
support, require an individual to consent to the collection, use or disclosure of information
beyond that required to fulfill the explicitly specified and legitimate purposes.

Consent can be obtained in person, by phone, by mail, or in writing. The form of consent
will take into consideration:

= the reasonable expectations of the individual;
= the circumstances surrounding the collection of the information;
= the sensitivity of the information involved.

An individual may withdraw consent at any time, subject to legal or contractual restrictions
and reasonable notice. Community Living West Nipissing will inform the individual of the
implications of such withdrawal.

Limitations on Collection

Community Living West Nipissing will limit the collection of personal information to that
which is necessary for the purposes identified. Information will be collected by fair and
lawful means.

Community Living West Nipissing will not collect personal information indiscriminately.
Both the amount and type of information collected will be limited to that which is necessary
to fulfill the purposes identified.

Community Living West Nipissing will specify the type of information collected as part of
the information-handling policies and practices, in accordance with the Openness principle
(Clause 8).

Community Living West Nipissing will not mislead or deceive individuals about the purpose
for which information is being collected.

Limiting on Use, Disclosure and Retention

Personal information will not be used or disclosed for purposes other than those for which it
was collected, except with the consent of the individual or as required by law. Personal

information will be retained only as long as necessary for the fulfillment of those purposes.

When Community Living West Nipissing uses personal information for a new purpose, the
new purpose will be documented.
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Community Living West Nipissing will comply with all legislative requirements with respect
to retention periods.

Under the ‘Duty to Warn’, a health information custodian may disclose personal health
information about an individual without consent if the custodian believes on reasonable
grounds that the disclosure is necessary for the purpose of eliminating or reducing a
significant risk of serious bodily harm to a person or group of persons.

Accuracy

Personal information will be as accurate, complete, and up-to-date as is necessary for the
purposes for which it is to be used.

Community Living West Nipissing will not routinely update personal information, unless
such a process is necessary to fulfill the purposes for which the information was collected.

Information that is used on an ongoing basis, including information that is disclosed to third
parties, shall be sufficiently accurate, complete, and up to date to minimize the possibility
that inappropriate information may be used to make a decision about the individual.

Safeguards

Personal information will be protected by security safeguards appropriate to the sensitivity of
the information.

Security safeguards will be implemented to protect personal information against loss or theft,
as well as unauthorized access, disclosure, copying, use or modification.

The nature of the safeguards will vary depending on the sensitivity of the information that

has been collected, the amount, distribution, and format of the information, and the method
of storage. More sensitive information will be safeguarded by a higher level of protection.

The methods of protection will include:

= Physical measures, for example, locked filing cabinets and restricted access to offices.

= Organizational measures, for example, confidentiality agreements and limiting access
on a “need to know” basis; and

= Technological measures, for example, the use of passwords and access controls.

Community Living West Nipissing will make its employees aware of the importance of
maintaining the confidentiality of personal information.

Care will be used in the disposal or destruction of personal information, to prevent
unauthorized parties from gaining access to the information (see Clause 5.3).

We will notify you at the first reasonable opportunity if your information is lost, stolen, or
subject to unauthorized access, disclosure, copying, use or modification.
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Telefaxing of client information may not be confidential. Recognizing that there may be a
need to provide urgent personal health information, this agency will allow the transmission of
such information under limited and reasonable circumstances.

An agent (staff) of a health information custodian shall notify the Privacy Officer at the first
reasonable opportunity if personal health information is stolen, lost, or accessed by
unauthorized persons.

Openness

Community Living West Nipissing will make readily available to individuals specific
information about its policies and practices relating to the management of personal
information.

Community Living West Nipissing will be open about its policies and practices with respect
to the management of personal information. Individuals will be able to acquire information
about its policies and practices without unreasonable effort. This information will be made
available in a form that is generally understandable.

The information made available will include:

= The name, or title and the address of the person who is accountable for Community
Living West Nipissing’s policies and practices and to whom complaints or inquiries
can be forwarded;

= The means of gaining access to personal information held by the Association;

= A description of the types of personal information held by the Association, including
a general account of its use;

= A copy of any brochures or other information that explain the Association’s policies,

standards, or codes.
Access

Upon request, an individual will be informed of the existence, use and disclosure of his or her
personal information and will be given access to that information. An individual will be able
to challenge the accuracy and completeness of the information and have it amended as
appropriate.

Upon request, Community Living West Nipissing will inform an individual whether or not it
holds personal information about the individual, including the source of the information.
Community Living West Nipissing will allow the individual access to this information and
will provide an account of the use that has been made, or is being made of this information
and account of the third-parties to which it has been disclosed.

Community Living West Nipissing will respond to an individual’s request within 30 days.

There will minimal, or no cost to the individual requesting the information. Should any cost
be involved, the individual will be notified of the amount before processing the request.

When an individual successfully demonstrates the inaccuracy or incompleteness of personal
information, Community Living West Nipissing will amend the information as required.
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Where appropriate, the amended information will be transmitted to third-parties having
access to the information in question.
9.5 When a challenge is not resolved to the satisfaction of the individual, Community Living
West Nipissing will record the substance of the unresolved challenge.
9.6 Where access to personal information is refused, the individual will be informed in writing,

10.

10.1

explaining the reasons and any recourse available. Some exceptions to the Consent and
Access Principles are outlined in the legislation.

Challenges

An individual will be able to address a challenge concerning compliance with the above
principles to the Privacy Officer (Human Resources Supervisor or designate) who is
accountable for Community Living West Nipissing’s compliance.

Community Living West Nipissing will investigate all complaints. If a complaint is found to
be justified, Community Living West Nipissing will take appropriate measures, including, if
necessary, amending its policies and practices.

How to Contact Us

The Privacy Officer is the Human Resources Supervisor and can be contacted Monday to Friday
from 8am to 4pm at 753-1665, ext. 205. The Privacy Officer’s Designate is, Manager of Clinical
Services and can be contacted Monday to Friday from 8am to 4pm at 753-1665, ext 212.

Additional Information

You have the right to complain to the Information and Privacy Commissioner of Ontario. The
Commissioner can be reached at:

Information and Privacy Commissioner of Ontario
2 Bloor Street East — Suite 1400

Toronto, On

M4W 1A8

Telephone: 1-800-387-0073




